AAMHUHHUCTPALIUSI MOJTYAHOBCKOT'O PAHOHA
TOMCKOMU OBJIACTH

PACIIOPAKEHHE

19.03.2012 Ne 72-p
c. Mosuanoso

O6 ytBepxxnenun IlonoxeHus o0 onpeeeHuu
yrpo3 6€30MacHOCTH MEPCOHANBHBIX AaHHBIX B
AnmvuHHCTpauuu MoryaHOBCKOIO paioHa

B nensax ucnonnenuns ®PepepanbHoro 3akoHa Ne 152-03 or 27 wurons 2006
roga "O nepcoHalbHBIX TaHHBIX" B AAMHUHUCTpaUUKd MOJTYaHOBCKOTO paioHa:

1. VrBepmute Ilonoxenue o006 omnpexeneHMH yrpo3 O6e30MaCHOCTH
IEepCOHANIBHBIX MOAHHBIX IpU HX 00paboTke B HMH(DOPMALMOHHBIX CHCTEMAaX
NEPCOHATBHBIX JAAHHBIX AJMHUHHCTpanuyd MOTYaHOBCKOTO paioHa COIIaCHO
MIPUJIOXKEHHIO.

2. KoHTponb 3a HCHOJHEHHEM HACTOALIETO PACIOPSHKEHHS BO3JIOXKHUThL Ha
3amecturenss InaBel  MondaHOBCKOrO  pailoHa MO yIpaBieHHIO  JIeJaMHu
M.H./leMbsiHOBHY.

I'naBa MomyaHoBckoro paiioHa B.H.MacnennukoB
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[punoxeHne K IOCTAHOBJICHHUIO
ApMusHcTpand MoTyaHOBCKOTO paiioHa
or 19.03.2012 Ne 72-p

TTonoxeHne 06 onpeaeieHHH Yrpo3 6€30nacHOCTH MEePCOHAIbHBIX JAHHBIX NIPH
nx 06pa6oTke B HHGOPMAIMOHHBIX CHCTEMAX NMEPCOHAIbHBIX JaAHHbIX
Anmuaucrpauuu MoT4aHOBCKOIro paioHa

Onpeaesienus

B HacTOsIIEM [JOKYMEHTEe HCIONB3YIOTCS CIEIyolie TEePMUHBI M HX
omnpe/ieNeHHs.

ABTOMATH3HPOBAHHAs CHCTEMa - CHCTEMa, COCTOsINas M3 IepcoHana H
KOMIUIEKCAa  CpEACTB  aBTOMATH3alluM  €ro  JEATENbHOCTH,  pealu3yromas
HH(GOPMAIOHHYIO TEXHOJIOTHIO BBIIOTHEHHS yCTaHOBICHHbIX (YHKIHH.

AyTeHTl/l(l)l/lKa[llflﬂ OTNpPaBHUTE]IsI AAaHHBLIX - IIOATBECPKICHHC TOTO, (&
OTIIPaBUTEIIb NOJYYE€HHBIX JaHHBIX COOTBETCTBYECT 3asBJICHHOMY.
be3onacHocTh MEePCOHANbBHBIX JAaHHBIX - COCTOSHHC 3alIUIIICHHOCTH

MEepCOHANPHBIX ~ JAHHBIX,  XapaKTepu3yeMoe  CIIOCOOHOCTBIO  IOJb30BaTeNeH,
TEXHUYECKAX  CpeACTB M MH(QODMAIMOHHBIX  TEXHONOTHA  00ecmevuTh
KOH(HIEHIIMATBHOCTD, [IEITOCTHOCTh M JOCTYNTHOCTh MEPCOHAIBHBIX JAHHBIX MPH MX
06paboTKe B HHOOPMAIMOHHBIX CHCTEMAX IIEPCOHATIBHBIX NaHHBIX.

BHoMeTpHYecKHe MepCOHANbHbIE JaHHbI€ -  CBEICHHI, KOTOpBIC
XapaKTepU3yoT (U3MOJIOrHIeckie OCOOEHHOCTH YeloBeka M Ha OCHOBE KOTOPBIX
MOXKHO YCTAHOBHTB €ro0 JIMYHOCTh, BKIIOYast (poTorpaduu, OTNedaTKu naibles, 06pa3
ceT4aTKH Iia3a, 0COOEHHOCTH CTPOEHHS TeNa U APYTyIo NoA00HyI0 HHOOPMALIHUIO.

BJI0KHpOBaHHe MEPCOHAJLHBIX JAHHBIX - BpEMEHHOE NpeKpamenie cOopa,
CHCTEMAaTH3aLlUy, HaAKOILIEHWS, HCIIONb30BaHuUs, PACIHpOCTPaHEHHs, MEPCOHANBHBIX
JIAHHBIX, B TOM YHCJIe UX IepeaayH.

Bupyc (KOMNbIOTEPHBIA, MPOrPaAMMHBIif) - UCTIONHAEMBbIA IPOrPAMMHBIN KO
WIA  MHTepIpeTUpyeMblift  Habop  MHCTpYKLMH, oblamarouumii CBOﬁCTé/IH
HeCaHKI[MOHUPOBAHHOIO PpACIPOCTpaHeHUss M camoBocrpousBeneHus. (Co3naHHbIE
IyOIuMKaTel KOMITBIOTEPHOTO BHpyca He BCeraa COBMAJAalOT C OPHUIMHAIOM, HO

COXPaHSIOT CHOCOOHOCTD K IalbHEUIEMy PacpoCTpaHEHHUIO U
CaMOBOCIIPOU3BEIEHUIO.
BpenonocHass ~ mporpaMMa -  TporpamMma, — [peAHAa3HaueHHas [

OCYILECTBIEHHS HECAHKIMOHUPOBAaHHOIO JOCTyna u (WiM) BO3JCHCTBHA Ha
NepcoHalbHBIE JIaHHBlE WM Pecypchl MHQOPMAUMOHHOM CHUCTEMBI IIE€PCOHATBHBIX
JaHHBIX.

BcnomorareabHble TeXHHYECKHe CPEACTBA H CHCTEMbI - TEXHHYECCKUE
CpeicTBa M CHCTEMBI, He NpeJHa3sHa4yeHHBIE /A Iepefadu, oOpaboTKU U XpaHEHUs
TIEPCOHABHEBIX JJaHHBIX, yCTaHABINBAEMbIE COBMECTHO C TEXHUYECKUMH CPEICTBAMU U
CHCTEMaMH, IpeJHA3HAYCHHBIMH Ul 00pabOTKM IEPCOHAIBHBIX JIaHHBIX HMIH B
MIOMELICHUAX, B KOTOPBIX YCTaHOBIEHbI MHMOPMALIMOHHBIE CUCTEMBbI MEPCOHAIBHBIX
JaHHbIX.



JocTyn B onepanHoHHYIO cpely KoMnbioTepa (HHGOpPMAMOHHOH CHCTEMbI
NepPCOHANBHBIX [JAHHBIX) - [IOJy4eHHE BO3MOXXHOCTH 3allyCKa Ha BBIIIOJIHEHHE
INTATHBIX KOMaHJ, (YHKIWH, NpOLEAYp OIEPalMOHHONW CHCTeMBbI (YHHYTOXEHMS,
KOIIMPOBAHMUsA, IEPEMEIIIEHHS H T.II.), HCIIOTHAEMBIX (ailIoB NPHKIJIAIHBIX IPOTPAMM.

Hoctyn k HHpOpMANHH - BO3MOXHOCTH IOJYYEHHS HHPOPMALUMM H ee
HCIIONIB30BaHHUS.

3aki1a01HOE YCTPOMCTBO - 3IEMEHT CPEACTBa CheMa HH(OPMAIUH, CKPHITHO
BHEJpSAEMBbI (3aKjaiblBaeMblii MM BHOCHMBIA) B MeCTa BO3MOXHOIO CheMa
uHQOpMaLMK (B TOM YHCIIE B OrpaxeHue, KOHCTPYKLHIO, 060py10BaHHe, [IPEAMETHI
HHTEpbepa, TPAHCIIOPTHBIE CPEACTBA, a TAKXKE B TEXHHYECKHE CPEACTBA M CHCTEMEI
06paboTku HHpOpMaIIHH).

Jamumaemas uHbopmanus - uHQOpMaUUsd, SBISAIOLIAACS IIPEAMETOM
COOCTBEHHOCTH M MOAJIEXAllas 3alliTe B COOTBETCTBHH C TPEOOBAHMSIMH IPABOBBIX
JIOKYMEHTOB HJIM TpeOOBaHHUAMH, YCTaHABINBAaEMbIMH COOCTBEHHUKOM HHGOPMALIHH.

Hpentudnkanus - [OpuUCBOEHHEe CyObeKTaM M OOBEKTaM  JOCTyIa
HIACHTUQUKATOpa U (MIM) CpaBHEHHE MPeNbSIBISIEMOr0 HAEHTH(UKATOPA C IEPEIHEM
IPUCBOEHHBIX UJIEHTH(HHUKATOPOB.

HNudopmaTHBHBIH CHIHAJ - DJIEKTPUYECKHE CHTHAJBI, aKyCTHYECKHE,
JJIEKTPOMArHUTHBIE W ApyrHe (U3W4ecKHe IOJs, MO MapaMeTpaM KOTOPBIX MOXKET
OBITh packpbiTa KOH(HIeHIManbHas HH(popManus (IEpCOHAIBHbIE JaHHEIE)
obpabaTbiBacMasi B HHPOPMATMOHHON CUCTEME IIEPCOHANBHBIX JIaHHBIX.

Hudopmannonnass cucrema nepcoHaJbHbIx aaHubix (MCILAn) -
HHGOpPMALMOHHAs CHUCTeMa, MPEICTABIAIOMAs co00i COBOKYMHOCTh IE€PCOHANBHBIX
JAHHBIX, COJEpXKAIIMXCs B 0a3e JaHHBIX, a TaKke WHM)OPMAIMOHHBIX TEXHOJOTHH H
TEXHUYECKUX CPEJCTB, IO3BOJSIONINX OCYIIECTBIATH 00paboTKy TaKMX IEePCOHATBHBIX
JaHHBIX C HCIIOJIb30BAHHUEM CPEJICTB aBTOMAaTH3allMHM WK 0e3 HUCIOJIb30BaHHA TaKMX
CpeICTB.

UndopmannoHHbIe TEXHOJOTHH - TIPpOLECCHl, METOABI TMOHCKa, cOopa,
XpaHeHus, o0pabOTKH, MpeNoCTaBIeHHs, pacIIpOCTPaHEHHS HWH(GOPMAIUK H CIIOCOOEI
OCYILECTBIIEHHS TaKUX IPOLECCOB M METOJIOB.

Hcnosb3oBaHHe MepCOHANBbHBIX [JaHHBIX - JelcTBUS (omepauuu) ¢
IIEpCOHAJIBHBIMYA JaHHBIMH, COBEpIIaeMble OIEPATOPOM B LEJIAX MPUHATHS pelIeHH
WIA COBEpUICHUS HHBIX ACUCTBUH, MOPOXITAIOUIMX IOPHUAWYECKHE IOCIEACTBUSA B
OTHOLICHHHU CyOBEeKTa NEePCOHANBHBIX JaHHBIX WX APYTUX JIKI JIMOO WHBIM 00pa3oM
3aTparuBarolUX MpaBa U cBoOO/IbI CyObEeKTa NEPCOHANBHBIX JaHHBIX WK APYTUX JIHILL.

Hcrounuk yrposnl Oe3omacHocTn uHHGopmMamum - CcyOBeKT [IOCTyIa,
MaTepUalbHBIi O0BEKT WM (QU3NUecKoe SBJIEHHE, SBISIOMIUECS NPUYUHOM
BO3HHUKHOBEHHS YIpo3bl 6€3011aCHOCTH HHGOPMALIHH.

KonTposinpyeMasi 30Ha - IpOCTPaHCTBO (TEpPUTOpHs, 34aHHeE, YacTh 3IaHHUA,
IIOMEIlleHHE), B KOTOPOM HCKIIIOYEHO HEKOHTPOJIHUpYyeMoe NpeOrIBaHHe IOCTOPOHHHX
JIML, @ TAK)K€ TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTEPHAIBHBIX CPEJICTB.

KonpugeHnnaibHOCTh NEPCOHAJbHBIX [JaHHBIX - O00s3aTeNbHOE A
COOJIIOACHUS OIIEPATOPOM HJTH MHBIM IIOJTYYHBIIMM JOCTYII K ITEPCOHANBHBIM JaHHBIM
NMHLIOM TpebOBaHME HE [OIyCKaTh HX paclpocTpaHeHHe Oe3 coryiacus cyObekTa
NEepCOHATBHBIX JAHHBIX WIIA HAHYHS HHOTO 3aKOHHOI'O OCHOBaHHS.

MexceTeBoii 3KpaH - JIOKaJIbHOE (OAHOKOMIIOHEHTHOE) WIH (PyHKIHOHAIBHO-
paclipefieJIeHHOe MporpaMMHOe (IporpaMMHO-arnIapaTHoe) CpeAcTBO (KOMILIEKC),



peanu3ylollee KOHTPOJIb 33 urdopmanyel, mocrynaouled B HHYOPMAIMOHHYIO
CHCTEMY IIePCOHATBHBIX HAHHBIX U (MIK) BBIXOASIIEH U3 UHGOPMALIMOHHON CHCTEMBI.

Hapymurens 6e30macHOCTH NEePCOHATBHBIX AAHHBIX - ¢u3nYecKoe IHIIO,
cly4allHO WM TpEeIHaMEpeHHO COBEpLIAIOIICe NEeHCTBUA, CIAEACTBHEM KOTOPBIX
ABJseTcsl HapylleHHe O0e30macHOCTH NepCOHANbHBIX AAHHBIX IIPA KX obpaboTke
TeXHMYECKUMHM CPEACTBaMU B HHQOPMAIIMOHHBIX CHCTEMAX MEPCOHANIBHBIX AHHBIX.

HeaBToMaTH3HpOBaHHAA 00paboTKa NMepPCOHANBHBIX JaHHBIX - 0bpaboTka
MEPCOHANBHBIX JAHHBIX, CONEPKAMIUXCS B UH()OPMAIIMOHHON CHCTEME NEePCOHAIBHBIX
JAaHHBIX JIHOO M3BIEYEHHBIX M3 TaKOW CHCTEMBl, CUYHTACTCS OCYLIECTBIEHHOH 0€3
MCHOJIB30BAaHUSA CPEACTB aBTOMATH3aLMH (HeaBTOMaTH3UPOBAaHHOM), €CJH TaKHe
JNEMCTBHS C IIEPCOHANBHBIMM  JAHHBIMH, KaK HCNOJb30BaHWE, YTOYHCHHE,
pacIpocTpaHeHHe, YHHYTOXEHHE [EPCOHANBHBIX JaHHBIX B OTHOIICHHH KaXIOro M3
CyOBEKTOB MEPCOHANBHBIX JaHHBIX, OCYIIECTBIAIOTCA MpPH HEHOCPEACTBEHHOM
y4acTHH 4YeJIOBEKa.

Henek1apupoBaHHbie BO3MOMXKHOCTH - (GYHKIMOHAIbHBIE BO3MOXHOCTH
CPEACTB BBHIYUC/IMTENHHON TEXHUKH, He OIMCAHHBIE HIM HE COOTBETCTBYIONIME
OIKCAHHBIM B JOKyMEHTAIIMH, TIPU HCIIOJIb30BAHUH KOTOPBIX BO3MOXKHO HapylHCHHE
KOHQHUIEHIHATBHOCTH,  JOCTYMHOCTH MM LIEJNIOCTHOCTH oOpabaTbiBacwii
UHQOpMaLMH.

HecaHKUHOHHPOBaHHBIH 0CTYNl (HeCAHKIMOHHPOBAHHBIE JCHCTBHS) -
[OCTYN K MHQpoOpMauuy WM JeficTBMA ¢ HHQOpMalued, HapyMIalouye npasuia
pasrpaHMyYeHnst JOCTyNla C HCIOJNB30BaHUEM IITATHBIX CPEJICTB, NPEAOCTABIACMBIX
MH(POPMALHOHHBIMM CHCTEMAMH IIEPCOHATIbHBIX JaHHbIX.

Hocureab uadopmanun - Gu3nyecKoe JHUIO WIM MAaTePHAIBHDbIA 00BEKT, B
TOM YHcle GU3MYIECKOE Molie, B KOTOPOM HH(GOpMALs HAXOMUT CBOE OTPKEHHE B
BHle CHMBOJIOB, OOGpa3oB, CHIHAIOB, TEXHMYECKHX pEIUCHUH U IpPOLECCOB,
KOJMYECTBEHHBIX XapaKTePUCTHK (PU3NUECKHUX BETHYIHH.

OGe3THYHBaHNE NEPCOHAJBHBIX JaHHBIX - JEHCTBUS, B pe3yJIbTaTe KOTOPBIX
HEBO3MOXHO OIIPENETHTh NPHHAAJIECKHOCTS MEPCOHANBHBIX IAHHBIX KOHKPETHOMY
CyObeKTy MepCOHAILHBIX TaHHBIX.

OG6pa6oTka NEPCOHAIBHBIX [JAHHBIX -  JEHCTBHA (omepauum) _ ¢
IIepCOHANBHBIMU JaHHBIMH, BKIIIOYas cO0p, CUCTEMATH3ALMIO, HAKOIUIEHHE, XpaH Je,
yTouHenne (OGHOBNCHHE, W3MEHEHHE), HMCIOJNB30BaHKE, paclpOCTpaHEeHHE (B TOM
yhcne nepejpady), obGe3nuuMBaHME, OJIOKMPOBaHWE, YHHUYTOXCHHE MEPCOHANBHBIX
JaHHBIX.

O61en0cTynHbIE MEePCOHANbHBIE JaHHbIE - MEPCOHANBHBIC NaHHBIC, TOCTYII
HEOrpaHWYEHHOro Kpyra JMI K KOTOPBIM IIPENOCTaBJICH C COINacus cyOBeKTa
NepCOHATBHBIX JAHHBIX MM Ha KOTOPBIE B COOTBETCTBHH C (he/iepalbHBIMU 3aKOHAMH
He pacIpOCTpaHseTCs TpeGoBaHMe COOMOIEHHs KOHQUICHINATBHOCTH.

Onepatop (MepcOHAJBHLIX JAHHBIX) -  TOCYJapCTBEHHBIH  OpraH,
MYHULMIATBHBIA OpraH, IOpHAMYECKOe WIM (U3UYECKOe JIMIO, OpraHu3yrollee H
(um) ocyluecTBisIONee 06paboTKy MEPCOHANBHBIX JaHHBIX, 8 TAKXKE OMpe/eIIomue
1eJId ¥ cofiepxaHue 00paboTKy MepCOHANBHBIX JaHHBIX.

TexHH4YecKHe cpeacTBa HHPOPMANMOHHOW CHCTEMbl MNEpPCOHAIbLHBIX
JAHHBIX - CPEJCTBA BHIYMCIHUTEIBHOH TEXHHMKH, MH(QOPMALMOHHO-BBIYHCIHTENbHbIE
KOMILIEKCHI ¥ CETH, CPEeACTBA M CHCTeMbl Iiepefayd, npuema u obpaGorku I1[IH
(cpeAcTBa M CHCTEMBl 3BYKO3alMCH, 3BYKOYCWICHHMS, 3BYKOBOCIPOW3BEACHUS,



NCPETOBOPHBEIE M TEJIEBU3MOHHBIE  YCTPOWMCTBa, CpeACTBA  HM3TOTOBJIEHHS,
THPAXHUPOBAHHSA JOKYMEHTOB M JIpyTHe TEXHHYECKHe CpeICcTBa 0OpabOTKH peuyeBoii,
rpadH4ecKol, BUAeo- 1 OyKBeHHO-LU(POBOH HH(POPMaIKK), IPOrPAMMHEIE CPEJICTBA
(omepallMOHHBIE CHUCTEMBl, CUCTEMBI YIpaBiieHus Ga3aMi JaHHBIX W T.IL), CPEJCTBa
3aI0UTHl HHGOPMALIUH, IPUMEHseMbIe B HHOPMAIMOHHBIX CHCTEMAX.

IlepexBaTr (undopmamun) - HempaBoMepHOe NOJyYeHHe HHOPMAIMH C
HCII0JIb30BaAHUEM TEXHMYECKOTO CPEACTBA, OCYIECTBIIAIONIEro OOHapyKeHHUE, IIPHEM U
06paboTKy HH(G)OPMATHBHBIX CUTHAJIOB.

IlepconanbHble JaHHble - JH00as HMH(OpMaiuUs, OTHOCAIAsCA K
ONpENCIEHHOMY MM OINpelNeNsseMOMYy Ha OCHOBaHHMM TakoW HHQOpMalHu
puznyeckoMy JuLy (CyOBEKTY NEpCOHANBHBIX NaHHEBIX), B TOM YHCIE €ro (GpamMuius,
HMs, OTYECTBO, I'OJI, MECSI], aTa U MECTO POXIEHUs, aJpec, CeMEHHOe, COLHATILHOE,
HMYIIECTBEHHOE  TIONOXEHHe, oOpa3oBaHHe, NpodeccHus, AOXOABl, apyras
UHpOpMaIHs.

Ilo604HbIE 3JIEKTPOMArHUTHDbIE H3JyYeHHs] H HABOAKH - DJIEKTPOMarHUTHbIE
U3JIy4YeHHsT TEXHUYECKHX CpeACTB 00paboTku  3ammiiaeMoil  WHGOpMalWH,
BO3HHKAIOIME KAaK NMOOOYHOE SIBJIEHHE W BBI3BaHHBIE 3JIEKTPHYECKUMH CHUIHAIaMH,
JEHCTBYIOIIUMU B HUX DOJIEKTPUYECKMX M MArHUTHBEIX LENAX, a TaKKe
3NIEKTPOMArHUTHBIE HABOJKHM OSTHX CHUTHAJIOB Ha TOKOIPOBOIAIIME JIMHMHU,
KOHCTPYKIMH U LIETTH MUTAHMU.

IosuTHka '"YHcTOro croga' - KOMIUIEKC OpPraHM3AI[HOHHBIX MEPONPHATHH,
KOHTPOJIUPYIOIIUX OTCYTCTBHE 3allUChIBaHUA Ha OyMakHble HOCHUTENIM KIHOYeld H
aTpubyTOB AocTyna (mapoineil) ¥ XxpaHeHUs UX BOJIU3H 00bEKTOB JOCTYIIA.

IHosb30BaTe b HHPOPMALMOHHOH CHCTEMBI NEPCOHAJILHBIX AAHHBIX - JIHLIO,
y4acTByiomiee B (PYHKIHMOHHMPOBAaHMH HH()OPMALIMOHHOW CHCTEMBI IEPCOHAIBHBIX
JAHHBIX WM UCIIONB3YIOLIEe pe3yNbTaThl ee PYyHKLHUOHHPOBAHHS.

IlpaBnna  pa3rpaHHYeHMs  JOCTYNa -  COBOKYIIHOCTH  IIPaBHII,
pernaMeHTUPYIOIIMX IpaBa A0CTyIa CyObeKTOB JOCTyIa K 00bEeKTaM JOCTyIa.

IlporpaMMHas 3aKjaakKa - KOJ NpPOTpaMMBbl, NpeJHaMepEeHHO BHECEHHBIH B
OporpaMMy C Ielbl0 OCYLIECTBUTHh yTE€UKY, U3MEHHTH, OJIOKUPOBATh, YHHUYTOXKHUTh
HHQOpMAINIO WM YHHYTOXHUTh W MOIUGHUIHMPOBATH MPOTrPaMMHOE oOecredeHue
MH(OPMALMOHHOW CHUCTeMBl IEPCOHATBHBIX MJaHHBIX MW (WnH) OJIOKMpPOBAThH
anmnapaTHbIE CpeJICTBa.

IIporpammnoe (mporpaMmmMmHoO-MaTeMaTH4ecKoOe) BO3JAE€HCTBHE -
HECAHKIIMOHUPOBAaHHOE  BO3JEHCTBHE  Ha  Pecypchl  aBTOMAaTU3WPOBAaHHOM
MH(QOPMAIIMOHHOW CHCTEMBI, OCYLIECTBIIIEMOE C MCIIOJIb30BAaHHEM BpPEAOHOCHBIX
porpamm.

PackpbiTHe mnepCcOHANBbHBLIX [AaHHBLIX - YMBIIUIGHHOE WM ClIy4aiHoe
HapyleHue KOHPUASHIUAIbHOCTH MEPCOHABHBIX JaHHBIX.

PacnpocTpaHeHHe NEepPCOHAJIBHBIX JAHHBIX - NEHCTBUS, HalpaBlieHHBIE Ha
mepenady IepCcOHANBHBIX JaHHBIX OIpeNeiieHHOMY Kpyry Jun (mepeaada
IEpCOHANBHBIX JaHHBIX) HMJIM Ha O3HAKOMJIEHHE C MEePCOHAIBHBIMH JaHHBIMH
HEOTPaHWYEHHOT'O KpyTa JIMI, B TOM YHCJie 0OHapOJOBaHHE MEPCOHANBHBIX JaHHBIX B
CpeAcTBaX  MaccoBoil  HH¢popMaluy,  pasMelmieHHe B HH()OpPMaIHOHHO-
TeIEeKOMMYHHUKAIIMOHHBIX CETAX WM IpelOCTaBIIeHHE JOCTylla K IePCOHAIbHBIM
JaHHBIM KaKUM-JTH00 HHBIM CIIOCOOOM.



Pecypc HH(pOPMANHOHHOH CHCTEMBI - HMEHOBAHHBIH 3JIeMEHT CHCTEMHOTO,
TIPUK/IAJHOTO WIH aNlapaTHOro 00ecreyeHus dyHKIMOHNpOBaHU HH(POPMAIMOHHOH
CHCTEMBI.

CrennajbHble KATErOPHH MePCOHANBHBIX JAHHBIX - IEPCOHAIBHBIC NAHHBIC,
Kacaloljecss pacoBOM, HAUMOHANBHOM NPHUHAUICKHOCTH, MONUTHYSCKUX B3MVIANOB,
peNUrHo3HbIX WM (umocodpckux yOexaeHuH, COCTOSHHUS 310pOBRA H HHTHUMHOHN
)KU3HH CyObeKTa IIEpCOHANBHBIX TaHHBIX.

CpecTBa BBIYHCIHTENbHOH TEXHHKH - COBOKYNHOCTH IPOTPaMMHBIX U
TeXHHYECKUX JJEMEHTOB CHCTEM 0O0pabOoTKH JaHHBIX, CIIOCOOHBIX (yHKIMOHMPOBATH
CaMOCTOSITENLHO HITH B COCTABE IPYTHUX CUCTEM.

Cy6bekT goctyma (cyOmexkT) - JHIO MIM IIpOlEcc, JEHCTBUS KOTOPOTO
perJIaMEHTHPYIOTCS NIPAaBUIIaM# pa3srpaHU4eHus JOCTyIa.

Texuudecknii KaHaJ YyTedkH HH(OPMAUMH - COBOKYIHOCTh HOCHUTEJL]
undopmaruu  (cpeacTBa  00pabOTKM), (QU3MUECKOH  CpEelbl  pacnpoCTpaHCHHsA
MH(QOPMATHBHOTO CHUTHAjla M CpeJICTB, KOTOPBIMH HOOBIBaeTCS  3allulaemas
uHbOpMAaLIH.

TpaHcrpanu4yHasi Nepefaya MePCOHAJBHBIX JAaHHBIX -  [epejigda
IIepCOHANBHBIX [IaHHBIX OTepaTopoM yepe3 1'0CyNapCTBEHHYIO IpaHUILy Poccnﬁoiﬁ
@ejlepalliil  OpTaHy BIACTH HHOCTPAHHOTO TOCY[apcTBa, (QHU3MYECKOMY WM
IOPHIMYIECKOMY JIMLy MHOCTPAHHOI'O FOCYAapCTBa.

VYrpo3b1 6e30NacHOCTH NMEPCOHAIBHBIX JAHHBIX - COBOKYITHOCTh yCIOBUH
(GaKkTOpOB, CO3MAOIIMX OMACHOCTh HECAHKLIIMOHUPOBAHHOTO, B TOM HHCIIC clTy4aifHOro,
JOCTYNa K [EepPCOHANBHBIM JaHHBIM, pe3yJIbTaToOM KOTOpPOro MOXET CTaTh
YHUYTOXKEHHE, HM3MEHeHHe, OIOKMpOBaHHE, KOIMPOBAaHME, PACHPOCTPAHCHUE
IIepCOHANBHBIX JAHHBIX, @ TAKXKe WHBIX HECAHKIMOHMPOBAaHHBIX NEHCTBUH MpH KX
06paboTke B HHGOPMALMOHHOHN CUCTEME MEPCOHANIBHBIX NaHHBIX.

YHHYTOKEHHE NMEPCOHAILHBIX NAaHHBIX - JEHCTBUS, B pe3yJbTaTeé KOTOPBIX
HEBO3MOYKHO BOCCTAHOBUTD COJEPKAHHE IEPCOHATBHBIX JAHHBIX B MH(YOPMAMOHHOH
CHCTEME IIepCOHAJBHBIX JAHHBIX MJIM B pe3yibTaTe KOTOPBIX YHHYTOXAIOTCS
MaTepUabHble HOCUTEINH NIEPCOHANBHBIX TAHHBIX.

YT1euka (3amuuiaeMoii) wnHpopManuH 1O TEeXHHYECKHMM KaHajdaM -
HEKOHTPOJIMPYEMOE paclpocTpaHeHHe HHQOpMaUMH OT HOCHTENd 3allyIla Pii
uadopManMy  4Yepe3  (QU3MUECKYI0  Cpely 0  TEXHMYECKOro  Cpeicrsa,
OCYLIECTBIIAIOIIEro IepexBaT HHPOPMAIIHH.

VA3BUMOCTD - CI1a00CTh B CPEICTBaX 3allMThI, KOTOPYIO MOXKHO HCIIOJIBE30BATh
JUIS HapyIIeHHs CUCTEMBI HJIH cofiepKaleiics B Hell uHbopMaLHy.

IlestoctHOoCTh HMHGBOPMALMH - CIIOCOGHOCTH CpPEACTBa BBIYMCIHUTEIBHOH
TeXHHKM WA aBTOMATH3MPOBAHHOW CHCTEMbl OOeCIeYnBaTh HEU3MEHHOCTH
MHOOPMAlMM B YCIOBHSX CIY4allHOTO W/WIH MPEAHAMEPEHHOTO HCKaXCHHA
(paspylieHus).

OG6o3HAaYeHHS H COKPaLlleHHS

ABC - aHTUBHpYCHBIE CPEICTBA

APM - aBTOMaTU3MPOBaHHOE pabouee MECTO

BTCC - BcrioMorareiibHble TEXHAYECKHUE CPENCTBA U CUCTEMBI
UCII/In - nadopMaioHHas CUCTEMA IEPCOHANIBHBIX JaHHbIX



K3 - xorTpomupyemMas 30Ha

JIBC - nokanbHas BEIYUCIUTEIbHAS CETh

M3 - MexcereBoi 3KpaH

HC/I - HeCaHKIIMOHUPOBAHHBIN JOCTYII

OC - oneparuoHHas cucTema

II/{H - nepcoHanbHBIE aHHBIE

IIMB - nmporpaMMHO-MaTeMaTHYECKOe BO3eHCTBHE

ITO - nporpamMMHOe obecriedeHue

II9MMH - no6o4Hble 31eKTPOMarHUTHEIE U3Ty4YeHHUS H HABOIKH
CA3 - cucreMa aHayIM3a 3alMIIEHHOCTH

C3MU - cpencrsa 3a1uTh HHPOPMALIUH

C3I1AH - cuctema (moacucTeMa) 3alMThl TEPCOHATBHEBIX JAHHBIX
COB - cuctema oOHapyKeHUs BTOP)XEHUH

TKY M - TexHu4eckue KaHaJbl yTeYKH HHOOpPMaIHK

YBIL/n - yrpo3s! 6e3011acCHOCTH MePCOHAIBHBIX JAaHHBIX

1.Knaccndukanusa HapymnTeiei

Ilo npusnaxy npuHamiexsHoctd kK MCII/IH Bce HapymmTend AeNATCS Ha ABE
TPYTIITBL:

- BHELIHNWE HapyLIUTeNIH - QU3MUecKUe JINLa, He UMEIOIIUe MpaBa NpeOhIBaHusg
Ha TEPPUTOPUM KOHTPOJIMPYEMOH 30HBI, B IIpeieiax KOTOpOH pa3MellaeTcs
obopynosanmne UCI1/IH;

- BHyTpEHHHE HapyIIUTENH - (PU3HUECKUe JIUIA, UMEIOIIHE PaBo NMpeObIBaHUA
Ha TEpPUTOPUH KOHTPOJHUPYEMOH 30HBL, B IIpeiiesiax KOTOpOHl pa3MelnaeTcs
obopynosanue UCI1/Ix.

1.1 Buemnuii HapylmuTe b

B kauecTBe BHemHEro HapymMrens HH(POpMalMOHHOH 06€30MacHOCTH,
paccMaTpUBacTCsl HapyLIUTENb, KOTOPBII HE MMEET HENOCPEACTBEHHOIO IOCTyNa K
TEXHUYECKUM CpeICTBaM H pecypcamM CHCTEMBI, HaxO[sIMMCS B IIpelenax
KOHTPOJIUPYEMOH 30HBI.

Ilpeanonaraercs, 4To BHEIIHUHA HapylIWUTElb HE MOXET BO3ICHCTBOBaTh Ha
3allMIIaeMyl0 HHPOpMalUIo MO TEXHHYECKHM KaHajlaM YTEYKH, TaKk Kak oOBbeM
uHdopmaruu, xpanumorr u obpadbareiBaemoit B MCII/IH, sBiseTcs HEAOCTaTOYHBIM
111 BO3MOXXHOM MOTHBAaLlMM BHEIIHETO HAPYIIUTENS K OCYILECTBICHHIO JIEHCTBHH,
HarnpaBlieHHBIX yTeUKy HH(POpPMAaIMH 10 TEXHUYECKUM KaHaJlaM YTECUYKH.

IIpeanonaraercs, 4YTO BHEUIHMA HapylIUTEIb MOXET BO3JEUCTBOBATH Ha
3aluLiaeMy o HTHPOpPManHIO TOJIBKO BO BpeMs €€ Nepeiady [10 KaHajlaM CBS3H.

1.2 BuyTpenHuii HApyHIHTEIb

B03MOXXHOCTH BHYTPEHHEro HapyLIMTENs CYLIECTBEHHBIM 00pa3oM 3aBUCAT OT
IEHUCTBYIOLINX B Ipeesiax KOHTPOIHUPYEMOH 30HBI OrpaHUYHTENBHBIX (DaKTOpPOB, W3
KOTOPBIX OCHOBHEIM SIBJISIETCS peajIu3alys KOMIUIEKCa OPraHU3allMOHHO-TEXHUYECKUX
Mep, B TOM 4YHCI€e 1O MOXOOpY, pacCTaHOBKE M OOECIIEUYEHHIO BBICOKOM
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npo¢)eCCHOHANBHOH MOATOTOBKM ~KaJpoB, [OIYCKY (GHU3UUECKUX JIML BHYTPb
KOHTPOJIUPY€EMO# 30HBI M KOHTPOJIIO 32 IIOPS/IKOM ITPOBEICHHS paboT, HaIpaBJIEHHbIX
Ha MpeJOTBpallleHHe 1 IpeceveHre HeCAaHKIIMOHMPOBAHHOTO I0CTyTa.

Cucrema pasrpanmnuenns noctyna MCITIH obecrieurBaeT pasrpaHn-eHHe NPaB
nons3oBareneil Ha AOCTYNl K HH(MOPMALMOHHBIM, IIPOrPaMMHBIM, aNNapaTHBIM H
apyrum pecypcam VICIT[IH B COOTBETCTBUH C IPHHATOH MOJINTUKOM HH(POPMaIMOHHOM
fezomnacHocTy. K BHYTpEeHHUM HapyIIUTENISIM MOTYT OTHOCUTBCH:

- agmunuctparopsl UCIT/IH (kateropus I);

- aJMHHHCTPATOPbl KOHKDETHBIX TOJACUCTEM HIIH 6a3 mauueix MCIIIH
(xareropus 1II);

- nons3oBatenu UCTIAn (kareropus III);

- [ONB30BATENH, ABISIOLIMECS BHEIIHUMM MO OTHOLIEHHIO K KoHKpeTHo#d AC
(xkareropus IV);

- nuia, o6JIagarole BO3MOXKHOCTBIO JOCTyIA K CHCTeMe Nepeiaid TaHHBIX
(xateropus V);

- COTPYIHMKH aJMHMHHMCTPAI[UH, HMEIOIIMEe CaHKIMOHUPOBAHHBIH NOCTYN B
cTyXeOHBIX IeNIX B IOMEIIEHUS, B KOTOPBIX Pa3MEINAIOTCS 3JIEMEHTDI NCI1/1n, Ho He
MMeIOLIHe NpaBa A0cTyna K HuM (kateropus VI);

- OOCIY)XMBAalOIMH  IepcoHal  afMHHUCTpauuu (OXpaHa, pabOTHUKH
HHXEHEPHO-TEXHAIECKHUX cIyk0 1 T.1.) (kareropus VII);

- yrmonmHOMOYeHHBI TepcoHan paspaboruukos HCILH, KOTOpBHI Ha
JOTOBOPHOH OCHOBE MMeeT MpPaBO Ha TEXHMYECKOe OOCIyXKHBaHHE H MOAU(PUKALIUIO
xommnonenToB UCIIIu (kateropus VIII).

Ha nun xareropuii I w II Bo3noxeHsr 3amauu MO aJMHHHCTPUPOBAHHIO
IporpaMMHO-annaparHslx cpefctB M 6a3s pgamHpix MCIIJIH nns wHTErpauuy
obecriedeHusl B3aUMOJEHCTBHS pa3IMYHbIX IIOJCHCTEM, BXOAAIIUX B COCTaB HUCITIn.
AZIMAHHCTPATOPHl TIOTEHIMAIGHO MOrYT peanu3oBbiBaTh yrpossl Mb, ucnone3ys
BO3MOXHOCTH [0 HEIOCPEACTBEHHOMY JOCTYIly K 3alluilaeMod uHQOpMaiuH,
o6pabateiBaemoii 1 xpanumoir B MCII/IH, a Takke K TEXHUYECKMM U POrpaMMHBIM
cpencream MICI1/IH, BKIIOYast CPEACTBA 3ALUUTHI, UCTIONB3YEMbIE B KOHKPETHBIX AC, B
COOTBETCTBMH C YCTAHOBJICHHBIMU JUISl HUX aIMUHUCTPATUBHBIMHU MOJHOMOYHAMH.

DTU JHIA XOPOIIO 3HAKOMBI C OCHOBHBIMHM aJIrOPUTMaMH, IPOTOKOI ' I
peanu3yeMbIMU M UCTIONB3YEMBIMU B KOHKPETHBIX IIOACHCTEMAX U MCI1/1x B nenom, a
TaKxe ¢ IPUMEHAEMBIMH IPHHIMIAMHI 1 KOHLENIHMAMH O€301aCHOCTH.

IIpearonaraeTcs, 4TO OHM MOTJIA GBI HCIONB30BaTh CTAH/APTHOE 000PYI0BAHUE
b0 i uaeHTHGOUKAIME yS3BUMOCTeH, 6o Ans peamusanuu yrpos Ub. JlanHoe
060pyI0BaHKE MOXKeT OBITh KaK 4acThIO IITATHBIX CPEJCTB, TaK K MOXET OTHOCUTHCA
K JIErko IONyYaeMoMy (HampuMmep, NPOTrpaMMHOe oOfOecledeHue, MONydYeHHOE M3
OOIIeJOCTYITHBIX BHEITHUX UCTOYHUKOB).

KpoMe Toro, mpenmonaraeTcs, 4To O3TH JMUA MOIIM OBl pacronarath
CIIelHaIM3UPOBaHHBIM 000PYyIOBaHUEM.

K nunam kateropuii I u 11 BBuay ux uckmountensHoi ponu B ICIIIH nomxen
TIPUMEHATHCA KOMILIEKC OCOOBIX OPTraHM3allHOHHO-PEXHMHBIX MEp IO HX noabopy,
IPUHATHIO Ha paboTy, Ha3HAYEHMIO Ha JIOJDKHOCTh M KOHTPONIO BBIIOIHEHHS
(G yHKIIMOHAIBHBIX 00A3aHHOCTEH.



IIpeanonaraercs, 4to B uncno aul kateropuit I u Il 6yayT BKIIOYATHCS TOIBKO
AOBEPCHHBIE JIMIA U MO3TOMY YKa3aHHBIE JIULA UCKJIIOYAIOTCS W3 YUCNA BEPOSATHBIX
HapyIIHUTEIeH.

Ipeanonaraercs, 4yro suua karteropuit III-VIII oTHOcATCS K BEpOATHBIM
HapyUIUTEIISIM.

Ipenmonaraercs, YTO BO3MOXKHOCTb CrOBOpa BHYTPEHHHX HapyLIMTENEH
MaJIOBepOSITHA BBHY IPHHATHIX OPraHM3aHHUOHHBIX U KOHTPOJIHUPYIOIIUX Mep.

1.3 IIpeanonoxenns o6 umeromeiicsa y Hapywure/is ungopmannn 06 o6beKTax
peajiM3alliH yrpo3

B kauecTBe OCHOBHBIX YpOBHE# 3HaHu# HapyumuTenei 06 AC MOXHO BBIAEIHUTE
clleyIoIue:
- obmas uHdopManys - ”HOOPMAIIMH O Ha3HAYEHHS M OOLMX XapaKTEPHUCTUKAX

NUCT1H;

- OKCIUTyaTalMOHHas HHpopManus - HHOOpPMAaUHs, I[OJyYeHHas U3
3KCIULyaTalMOHHON JOKYMEHTAIIHH;

- YyBCTBUTENbHas  uH(QopMamuss -  HHOOpMalus,  JOMOJHSIOIAS
aKcIuIyaranMoHHyro uHpopMmanuio 06 MCII/IH (HampuMmep, CBENEHHS M3 IPOEKTHOM
noxymentauu UCITH).

B yacTHOCTH, HApyLIUTENbh MOXET UMETh:

- JlaHHBIE 00 OpraHu3aluy paboThl, CTPYKTYPE W HUCIOIb3YEMBIX TEXHHYECKHX,
IIPOrpaMMHBIX U IIpOorpaMMHO-TexHH4Yeckux cpeactsax UCI1/IH;

- cBefieHnss 06 uHbopMmamuoHHBIX pecypcax WCII/IH: mopsmok u mpaBuia
CO3JaHMs, XpaHeHuss W Iepefaud HHGOpMAalUH, CTPYKTypa H  CBOMHCTBa
UH()OPMAaIIMOHHBIX TOTOKOB,

- JaHHble 00 YA3BHMOCTSAX, BKJIIOYas IaHHBIE O HEJOKYMEHTHPOBAaHHBIX
(HeleKJIapUPOBaHHBIX) BO3MOXKHOCTSAX TEXHHYECKHX, IPOTPaMMHBIX M IPOrPaMMHO-
texHuueckux cpencts UCTI/IH;

- IaHHble 0 peanu3oBaHHbIX B [IC3U npuHIMnax u anroputMax;

- HCXOJIHbIE TEKCTHI ITporpammuoro obecneuenus UCIIx;

- CBEJICHUS O BO3MOXXHBIX KaHallaX pealn3alliy yrpos;

- HHpOpPMAITHIO O criocofax peajiu3alfy yrpos.

Ilpeanonaraercs,, uyro yuna kateropuu Il u xateropum IV BiameoT TONBKO
3KCILTyaTallMOHHOHN HHbopMaiuei, yTo obecniednBaeTCs OpraHu3allMOHHEIMHA MEPAMH.
Ilpu stoM nuua kareropuu IV He Blafe0T MapoyibHOM, ayTeHTHGHIUPYIOLIEH U
KI04eBol MHOpopmManuel, ucnonpsyemoii B AMC, K KOTOpbHIM OHHM HE HMMEIOT
CaHKLMOHUPOBAHHOIO JOCTYIIA.

Ilpennonaraercs, 4ro jauna Kateropud V BIAICIOT B TOM MM HMHOM YacTH
JyBCTBHTEIBHOH M O3KCIUTyaTaLIMOHHOM uHGpopMaldeii o0 CcHCTeMe [epegaydu
uHpopMau M obmed wuHpopmammeii 06 ANC, HCHONB3YIOMHMX 3Ty CHCTEMY
nepeaads MHGOpMaNKu, YTO oOecleuuBaeTCsl OpraHu3aHOHHEIME Mepamu. TIpu 3ToM
JIAIA KaTeropuy V HE BIIAJEIOT NapolbHON U ayTeHTHUGHIMpYoued nHdopMaluei,
ucnonszyemon B AHC.

Ilpennonaraercs, yro nuua kareropuu VI u nmuua kateropud VII mo yposHro
3HaHHUU He IIPEeBOCXOJAT JIULA KaTeropuu V.
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INpeamonaraercs, d9ro JHLIA KaTeropuu VIII 06nafaloT YyBCTBUTEILHOM
uadopmanmernt 06 MCIIJIH ¥ GyHKIMOHAIBLHO OPUECHTHPOBAHHBIX AMC, Bxirodad
urdopMaIuio 00 yA3BUMOCTAX TEXHHYECKHX M IPOrpaMMHBIX CPECTB HCTIOH.
OpraHu3alMOHHBIMUA MepaMH TIPeAosaracTCs MCKIOUUTE NOCTYI JIHL KaTeropuu
VIII x TexumdeckuMm u mporpammubiM cpectBam VICIT/IH B MOMEHT 06paboTKU ¢
MCIIOJIB30BaHMEM ITHX CPEeACTB 3aliimaeMoil kHGOpManHy.

TakuM 0OpasoM, Haubonee HHPOPMHUPOBAHHBIMH 06 AWC saBngroTcs IHIa
kateropuu 111 u nuna kareropuu VIII.

CreneHb HH(GOPMHPOBAHHOCTH HApPYIUWTENs 3aBMCHT OT MHOIMX ¢akTopOB,
BKIIOYasi pealu30BaHHble B aJIMHHUCTPALMH KOHKPETHBIE OpraHM3allHOHHBIE MEPBI 1
KOMIeTeHLMI0 Hapymmresned. ITostoMy OOGBEKTHBHO OLEHHMTH o0beM 3HaHUH
BEPOSTHOIO HapyLIUTENA B O6IIEM CITydae IPaKTHIECKH HEBOSMOXKHO.

B CBS3U ¢ H3JI0XKEHHBIM, C LEJBI0 CO3/IaHUs ONpPEAESIEHHOrO 3amaca NpoyHOCTH
npearnoiaracTcs, 4To BEPOSTHBIE HAPYUIUTCIH obnafaroT Bcel HHQOpMalMEH,
Heo6XOUMO I TOATOTOBKA U Pead3allid yIrpo3, 3a UCKIIIOICHUEM uHdopmMalu,
JOCTyH K KOTOPOH CO CTOPOHBI HapyIIMTENs HCKIIOIaeTCs CHCTEMOM 3allUTHI
undopmanmu. K Takoif uHbOpMauMM, HalpUMeEp, OTHOCHTCA  MapOlbHad,
ayTeHTH(QUUMpYIOLIas U KIroueBast HHGOpMAaIHUs. '

1.4 Ipeanonos;xeHHs1 06 HMEIOIIUXCS Y HAPYIIMTEJISI CPEACTBAX peanu3aliui
yrpos

I[Mpeamonaraercs, YTO HAPYIUTENb UMEET.

- armmapartble komnonenTs! C3I1In u C® C3I11H;

- OCTyNHBIE B CBOOOJHON IpOJaXe TEXHHYECKHE CPEICTBa M NPOrpaMMHOE
obecrieueHue;

- chenualbHO pa3paboTaHHBIE TEXHMYECKHE CpPEeACTBA M MPOrpaMMHOC
obecrmeueHue.

BHYTpeHHMI HapyLIUTENb MOXET MCIIOJIB30BaTh LITaTHbIE CPEACTBA.

CoCTaB UMEIOIUXCS y HapyIIUTeNs CPEACTB, KOTOPhIe OH MOXET HCMOIb30BATh
i peamusanmd yrpo3 Wb, a Takke BO3MOXHOCTH IO MX NPHMEHCHHIO 3aBHUCAT OT
MHOrMX (aKTOpOB, BKJIIOYas pealu3OBaHHBlE Ha 00BeKTax aJ_IMI/IHI/ICTpEJI/I
KOHKPETHbIE OPraHW3alIOHHbIE MeEpHI, (GPMHAHCOBBIE BO3MOXHOCTH U KOMIETCHIMIO
HapymmTenel. [109ToMy OGHLEKTMBHO OLEHHUTE COCTAB MMEIOLIMXCS Yy HApyIIHTEN
CpeJICTB peanu3aluy yrpo3 B o61ueM cirydae NpakTHHECKA HEBO3ZMOXKHO.

ITostomy, ans cosnanus ycroiuusoi C3II/IH mpenmonaraeres, 4ro BEpPOSITHBIN
HApPYILIUTEb UMEET BCe HEOOXOIMMBIE JUIsl pealu3aliiy yrpo3 CpeCTBa, BO3SMOXKHOCTH
KOTOPBIX He IPEBOCXOIAT BO3MOXKHOCTH @HAIOTHYHBIX CPENICTB pean3allii yrpo3 Ha
MHOOPMAIIMIO, COAEPXKALIYIO CBEJEHHs, COCTaB/IAIOIIME rOCYAapCTBEHHYO TaiiHy, 4
TeXHHYeCKHe U IIPOrpaMMHBIE CPEACTBa, oOpabaTpiBatoIye 3Ty nHOopMaIHIO.

BMecrTe ¢ TeM MpearoaraeTcs, 4T0 HapyIIUTellb He HMEET.

- Cpe/ICTB TepexBaTa B TEXHUYECKUX KaHalaX YTeIKH,

- CpelCTB BO3JEHCTBHA 4Yepe3 CHIHAIBHBIE IIEIH (uHbOpMaLIMOHHBIE H
ynpasnstonue uarepoeiicer CBT);

- Cpe/ICTB BO3/IefiCTBUS Ha HCTOYHUKH U Yepe3 IICTIH TATaHuUS;

- CPEICTB BO3/1€HCTBH Yepe3 LieNH 3a3eMIICHH;



- CpeICTB aKTHBHOIO BO3JCHCTBHS Ha TeXHUYECKHE CpeAcTBa (CpeicCTB
o0ryueHus).

Ipennonaraercs, 4ro Haubojee COBEPLUIEHHBIMU CPECTBAMH pEAU3alliy YIPo3
obnanarot muua kareropuu I u muna xareropuu VIII.

2. Yrpo3nbl yTeukd HH(OPMAIHH 10 TEXHHYECKHUM KAHAJIaM. YTIPo3bl YTEUKH
aKycTH4YecKko (peueBoii) nndpopmauuu

Bo3HMKHOBEHHE Yrpo3 yTE€YKHM aKyCTHYecKoi (pedeBoit) wuHpopMaluy,
cofepKallencss HEMOCPEACTBEHHO B POU3HOCHMOM peun nons3osarens UCIIIH, mpu
o6pabotke I1/ln B MICII/IH, BO3MOXHO NpH Hatu4ueM (YHKIMHA rOJIOCOBOrO BBOAA
II1x 8 UCIIJH unu ¢yskuuit Bocnpoussenenus [1/[H aKycTUYECKHMH CpeACTBaMU
NCT1dn.

B HUCII[lH agmuHMCcTpaiy (QyHKIHMK ronocosoro BBoja [1/[n win dyHKIuu
BocnpousBeneHus [1/IH akycTuyeckuMu cpeicTBaMUi OTCYTCTBYIOT.

BeposiTHOCTB peanusanuu yrpossl - MaJOBEpPOSITHA.

2.1 Yrpo3sl yreukn BHAOBOI HHGoOpMannu

Peanuszaums yrpo3sl yTeuykd BHIOBOW HMHQpOpPMAIMK BO3MOXHA 3a CYET
IpOCMOTpa UHGOPMAIUK ¢ HOMOIIBIO ONTHYECKUX (ONTHKO-3JIEKTPOHHEBIX) CPEACTB C
JKpPaHOB JUCIUIEEB U JPYTUX CpPEJCTB OTOOpaXeHHS CpPeICTB BBIYHCIUTEIBHOMH
TEeXHUKH, WH()OPMaLMOHHO-BBIUUCIUTENBHBIX KOMIUIEKCOB, TEXHHYECKHUX CPEICTB
obpaboTku rpadudeckoii, Biueo- U 6yKBeHHO-IIUGPOBOH HHGOPMAILMH, BXOAAIINX B
coctaB UCII/IH.

B yupexnenun BBeA€H KOHTPOJb NOCTyNa B KOHTPOJUpPYeMywo 30HY, APM
TI0JIb30BATEJIEN PACIIONOXKEHBI TaK, YTO IPAKTUYECKH UCKIIIOUEH BU3YaNIbHBIM JOCTYH K
MOHHTOpaM, a Ha OKHaxX YCTaHOBJIEHBI JKaJIFO3H.

BeposTHOCTh peanu3anuu yrpo3sl - MaJIOBEpOsITHA.

2.3. Yrpo3sl yreuku uHopmannu no kanaaam IIDMHUH

Yrpo3sl yreuku uH(popmauuu mo kaHary [IOMUWH, BO3MOXXHBI M3-3a HAJTHYHSA
Napa3sUTHBIX 3JIEKTPOMarHUTHLIX U3ny4eHHil y anementoB VICI1/IH.

Yrpo3sl JaHHOTO Kjlacca MajlOBEpOSITHBI, T.K. pa3Mep KOHTPOJIUPYEMOH 30HBI
Oonbiuoi, U aneMenTsl UCI1/IH, HaXoAATCS B cCaMOM LIEHTpe 34aHUSA U SKPAHUPYIOTCS
HECKOJIbBKUMH HECYIIMMHM CT€HaMHM, M IIapa3sUTHBIM CHTHAJ MAacKHpyeTcs Co
MHOXX€ECTBOM JPYTUX [Iapa3UTHBIX CUTHAJIOB 3JIEMEHTOB, He Bxoasmux B MCII/IH.

2.4. Yrpo3bl HeCAaHKIIHOHHPOBAHHOIO 0cTyNna K HHpopManum

Peanuszanus yrpo3 HCJl x uHQopMauuu MOXET HPUBOAUTH K CIEOYIOLINM
BH/IaM HapyllIeHHs ee 6e30IMacHOCTH:

-  HapylWeHUIO KOH(QUAEHIHMAIBHOCTH  (KONHUpOBaHHE, HENpPaBOMEPHOE
pacrpocTpaHeHHue);

- HapyIIEHUIO LIEJIOCTHOCTH (YHUYTOXXEHHE, U3MEHEHHE ),

- HapyILIEHUIO JOCTYMHOCTH (GJIOKHpOBaHUE).



2.5. Yrpo3bl yHHYTOKEHHS, XHIIEHHS aNlapaTHRIX CPEICTB HUCIIu HocuTe el
nH(popManuy NyTeM GU3HYECKOrO 0CTYNA K dJ1eMeHTam UCIIAx

Kpaxa II9BM

Yrpo3a OCYIIECTBISETCS IyTEM HCJ] BHemHMMH ¥ BHYTPCHHHMHU
HapyIIATEISIMH B IOMELIEHHUSL, TIe PACTIONIOXKEHBI JJIEMCHTHI UCTIH.

B yupexeHMM BBEIeH KOHTPONb HOCTyNa B KOHTPOIMPYEMYIO 3Oy, HABEpH
3aKpbIBAIOTCA HA 3aMOK.

BeposATHOCTD pealu3aliy YIPO3EI - MaJIOBEPOSTHOM.

Kpaska HocuTe/1eli HHGOPMAIHH

Vrpo3a OCYILECTBISETCS IIyTEM HCJl BHeIHMMHM M  BHYTPCHHHUMH
HApyLIMTEIAMU K HOCHTENISM HH(OPMAITHH.

B VupexneHud BBeJEH KOHTPOJb AOCTYNa B KOHTPOJMPYEMYIO 30HY, ABCPH
3aKpPBIBAIOTCS Ha 3aMOK, BEAETCS yUeT U XpaHeHHe HocuTesel B ceiide.

BeposTHOCTD peau3aliu yrpo3sl - MalOBEPOSTHA.

Kpaska kiio4eil 1 aTpudyToB A0CTYyna

Vrpo3a OCYIIECTBISETCS IIyTEM HCJ{ BHemHMMH M BHYTPCHHHMH
HapyIIMTENSMH B IOMEILEHHS, [Te TPOUCXOUT paboTa 1moJIb30BaTelNeH.

B VupexaeHuM BBeIeH KOHTPOJIb AOCTyIIa B KOHTPOJMPYEMYIO 30HY, IBEPHU
3aKpHIBAIOTCH HAa 3aMOK, OPraHM30BaHO XpaHEHHE KIo4yell B ceiipe M BBeAeHA
[OJINTHKA "YicTOoro croja'.

BeposTHOCTh peau3aniy yrpo3bl - MaJToBEpOsTHA.

Kpaskn, monndukanut, yAHuTOXeHUs HHPopMannu

Vrpoza ocymectensercs myrem HCJl  BHeWHMMH U BHyTpeHI-‘,)H
HApYIUMTENAMU B TIOMEIIEHHS, [[€ PACHOIOXEHBI SJICMCHTEI HUCIIIa u cpencrsa
3aIIKTHL, @ TAK XKe IPOMCXOAUT paboTa IoJb30BaTeNel.

B VupexieHuM BBeIeH KOHTPONb AOCTyIlda B KOHTPOJMpYeMyIO 30HY, ABEpH
3aKpHIBAIOTCS HA 3aMOK.

BeposTHOCTb pealu3alMi yrpo3bl - MaJIOBEPOATHA.

Boieoa u3 crpos y3ja0B IIIBM, kaHa/i0B CBS3H

Vrpoza ocymecrtsmsercs nyrem HCJ[ BHEIIHMMA W BHYTPEHHMMH
HapyLIATEIAMH B NOMEILNEHHUS, e PaclOOXEHBI SJICMCHTBI HUCIIx u npoxonsr
KaHaJbl CBS3H.

B VupexaeHuu BBeleH KOHTPONb AOCTyNa B KOHTPOJIUPYEMYIO 30HY, IBEPH
3aKpbIBAOTCS Ha 3aMOK.

BeposTHOCTH peali3alliy yIPO3bl - MAJIOBEPOATHA.



Hecaﬂkunomlposam{oe OTKJIOYE€HHE CPEACTB 3allNThI

Yrposza ocymectBagercs myteM HCJI BHEHUMH H = BHYTPEHHHMH
HapyIIHTEISAMH B IOMEILEHUS, Te pacioioXeHbl cpeacTaa 3amuTtsel UCITIIH.

B Vupexnenun BBeleH KOHTPOJb JOCTYNa B KOHTPOJHPYEMYIO 30HY, ABEPH
3aKpBIBAIOTCSA Ha 3aMoK, nois3oBatend MCIIJlH mpouHCTpyKTHpOBaHbl 0 pabore ¢

I1]in.

BeposatHOCTE peaiuzaliui yrpo3bl - MaJIOBEPOSITHA.

2.6. Yrpo3bl XHIlleHHs, HeCAHKIIHOHHPOBAHHOM MOAM(HKAIINE HIIH
0J0KkHpOBaHHA HHPOPMaLIHH 32 cYeT HecaHKIHOHUpoBaHHOTro Aoctyna (HCH) ¢
NpUMeHeHHeM NPOrpaMMHO-ANNAPATHLIX H NPOrPaAMMHBIX CpeACTB (B TOM YHCJIe

NPOrpaMMHO-MAaTeMAaTHYECKHX BO3eiicTBHH)

JeficTBHS BPeJOHOCHBIX IpOrpamMm (BHPYCOB)

IIporpaMMmHO-MaTeMaTU4ecKoe BO3LEUCTBHE - 3TO BO3AEHCTBHE C ITOMOIIBIO
BPEJIOHOCHBIX Nporpamm. IIporpaMmoii ¢ MOTEHUHANBHO OMACHBIMH IIOCIEACTBUAMH
WM BPEIOHOCHOHM MpOrpaMMoOi (BHPYCOM) Ha3BIBAaIOT HEKOTOPYIO CaMOCTOSATEIbHYIO
nporpaMMy (HabOp HMHCTPYKIHi), KOTOpas CIIOCOOHA BBIMOJHATH J11060€ HEIMyCcToe
HOJMHOXECTBO CIEAYIOMMX (HyHKIH:

- CKpBIBaTh IIPU3HAKU CBOETO NIPUCYTCTBUS B IPOrPaMMHOM Cpejie KOMITBIOTEpa,;

- obiagaTh CIOCOOHOCTBIO K CaMOIyOJIMpOBaHHUIO, aCCOLMHPOBAHHIO Ce0s C
OpYTUMM IIporpaMMaMu U (WIH) INEepeHOCY CBOMX (GparMeHTOB B HHbIE 00JaCTH
ONlepaTUBHON WJIM BHEIIHEH MaMsATH,

- paspymarb (UCKaXaThb IIPOU3BOJNBHBIM 00pa3oM) KoOJ IporpaMM B
OIlEpaTUBHOU NaMsATH;

- BBIIOAHATH 0e3  HWHULMHUPOBAaHMSA CO  CTOPOHBI  IOJIb30BAaTEA
(monp30BaTENBCKOM MPOrPaMMBI B IITATHOM PEXUME €€ BBIINOJIHEHHS) IeCTPYKTHBHEIE
(YHKLIMH (KONUPOBaHHUS, YHUUTOXXEHHUS, OJIOKUPOBAHUS U T.1I1.);

- COXpaHATh ¢parMeHTHl MHGOPMAIlMU U3 ONEPATHBHONW IaMATH B HEKOTOPBIX
o0nacTsAX BHEUIHeH aMATH MPAMOro IocTyma (JIOKAJbHBIX HIIH YJaJIEeHHBIX ),

- HCKaXaTh INPOU3BOIBHBIM 00pa3oM, OJIOKMpoBaTh W (HJIH) IIOJMEHATH
BBIBOAVMMBIM BO BHEIIHIOI0 NaMsiATh WM B KaHaJl CBA3M MaccUB HHGpOpMaluH,
obpa3oBaBIIKiics B pe3yiapTaTe paboOThl MNPUKIATHBIX MPOrpaMM, HWIH YXKe
HaxOAsIIUecCs BO BHEIIHEH MaMsITH MaCCUBHI JaHHBIX.

B agmunuctpaumu Ha Bcex anemeHtax HMCIIJIH ycTtaHOBieHa aHTUBHUpYCHas
3allliTa, M0JIh30BATENN MPOMHCTPYKTUPOBAaHbI O Mepax MPeJOTBPAILEHUS BUPYCHOTO
3apaXKeHHUs.

BeposiTHOCTh peanu3aiiui yrpo3bl - HA3Kasl.

HenexnapupoBanHblie Bo3moxkHocTH cucTeMHoro ITO u IO aas o6paboTkn
NepCcOHAbHBIX JaHHBIX

HCIICKJIapI/IpOBaHHBIC BO3MO>XXHOCTH - d)YHKHI/IOHaJIBHBIe BO3MOXXHOCTH CpCUCTB
BBIUMCIIUTEIBHON TEXHHUKH, HE OIIMCAHHBLIC HIJIM HC COOTBETCTBYIOUIMC OIIMCAHHBIM B
JAOKYMCHTaIUHU, IpH HUCITIOJIb30BaAHHUH KOTOPBIX BO3MO>XHO HapylLICHUC



KOH(HIEHIMANbHOCTH, ~ JOCTYIHOCTH  HIH LEOCTHOCTH ~ 0DpabaTsiBacMOH
pHGOpMaIiH.

B agMHHUCTpallM{l HET MPOrpaMMHOro obecrieueHus pa3pabarbBaeMOro
COGCTBEHHBIME Pa3paboTdiKaMy/CTOPOHHIMH CIICLHATICTAMH.

BepOoSTHOCTb PEaNn3aliuy yrpo3sl - MaJIOBEPOATHA.

Veranoska 1O He CBS3aHHOrO ¢ HCIOJIHEHHEM cJIyKeOHBIX oGsi3aHHOCTEH

Yrpo3a OCYHIECTBIACTCA IyTCM HecaHKIMOHMPOBAHHONH YCTaHOBKU 10
BHYTpEHHMMM  HApyIUMTEIAMH,  HTO  MOXET IpUBECTH K  HapyIIEHUIO
KOHGUIEHMABHOCTH, LIEJOCTHOCTA ! nocrynsocty Beeit MCIIIH 1tk ee JeMEHTOB.

B Yupex/JeHuH BBEJEHO pasrpaHU4eHUe NpaBaMu II0JIb30BaTelNlel Ha YCTaHOBKY
1O u ocyllecTBIsAeTCs KOHTPOIb, M0Ib30BaTe/IN IPOUHCTPYKTUPOBAHB! O TIONUTHKE
ycranoBku I10.

BeposATHOCTh Peai3alii yTpo3bl - MasoBePOATHA.

2.7. Yrpo3bl He nipeHaMepeHHbIX neiicTBHIi NoJib30BaTe el H HApYIIeHHH
6ezonacHocTy GyHKIHOHHPOBAHHS MUCTIna u C3I1/In B ee cocTaBe H3-32 cﬁoea
nporpaMMHOM oGecneueHHH, a TaKiKe OT yrpo3 HeaHTPONoreHHoro (cboes
annapaTypsl H3-32 HEHaJICXKHOCTH 3JIEMEHTOB, c60eB 3JIeKTPONNTAHMSA) H
cTuxuiinoro (yAapoB MOJIHMI, 0KAPOB, HaBOJHeHHIi H T.N.) XapaKTepa

Vrpata Kito4eii H aTpHOyTOB A0CTYyNA

VYrpo3a ocymecTBiseTcs 3a CHeT NefCTBUS  UeJOBEYeCcKoro  (akropa
nonszoateneir MCIIJIH, xkoTophle HapylIalOT IOTONKCHHA NapONIbHON IOJIMTHKE B
4acTV WX CO3JaHMs (CO3JAIOT JIETKHe MM IyCThle MapoiH, HE MEHOT apoiiu Mo
FCTEYEeHNH CPOKA KX JKM3HH WIM KOMIPOMETalluu 1 T.IL.) ¥ XpaHeHUs (3a[HCHIBAIOT
napony Ha GyMaKHbIE HOCHTENH, NEPEIAoT KoM JOCTYIIa TPETHUM JHIAM M T.IL.)
HJTA HE OCBEJJOMIIEHBI O HUX.

B agMuHHCTpalld¥ BBeJeHa IapojibHas MOIMTHKA, IpeaycMaTpHBaoLIas
TpeGyeMylo CIIOXKHOCTh Mapois ¥ NEpHOAMHECKyio ero CMeHy, BBEJCHA nonWJa
"yMCTOro CTOJda", OCYIIECTBISETCS KOHTPOJb 33 MX BBINOIHEHUCM, T10JIb30BaTENH
POUHCTPYKTHPOBAHBI O N[APOJIBHOU MONATHKE U O NelCTBUAX B CIydasX yTpaThl HJIH
KOMIIpOMETAI[HH MapOJIeH.

BepoaTHOCTb peanu3alii yrpo3bl - HU3Kad.

HenpeanamepeHHas MoAHPHKAUUS (yHuuTOKeHHE) HHGOPMALIHH COTPYAHHKAMH

VYrpoza ocyllecTBusiercs 3a CHeT JeiCTBHS  YeJOBEYECKOro (paxropa
nonpzosarteneii UCITJIH, KOTOpsie HapyHIAIOT [I0I0XKEHHA IPUHATHIX NPABUI paboThI C
UCITJIg wiu HE OCBEIOMIICHBI O HUX.

B aAMHHACTpPAILMH OCYLIECTBISETCS Pe3epBHOE KONMPOBAHNE 06pabaTeIBaEMBbIX
[1/1H, MOJIB30BATENH IPOUHCTPYKTUPOBaHBI O pa6ote ¢ UCIT/IH.

BeposTHOCTb peau3aliy yTpo3bl - MaJIOBCPOATHA.



Henpenﬂamepem{oe OTKJ/IIOYE€HHEC CPEACTB 3allIUThI

Yrpoza oCymIecTBISETCS 3a CYeT [JeWCTBHSA 4eIOBEYeCKOro (akrTopa
none3oBaresiedl ICIIJIH, KoTopble HapyIlaloT MOJOXEHHS MIPHHSATHIX MPaBH PaboTHI ¢
WCTI/IH u cpencTBaMu 3allUTHI HIIH HE OCBEJIOMIIEHB] O HUX.

B agMunBCTpanuy BBeeH KOHTPOJb JOCTYIIa B KOHTPOIHPYEMYIO 30HY, JABEPH
3aKpbIBAIOTCA Ha 3aMOK, OCYILECTBISETCA pasTpaHMYeHHE IOCTyNma K HacTpOHKam
PEXHUMOB CPEACTB 3alllUThl, I10JIb30BaTEH IPOMHCTPYKTUpPOBaHbI 0 pabore ¢ UCIT/IH.

BeposTHOCTB peanu3anuu yrpo3sl - MaJJOBEPOSITHA.

Bbixoa B3 cTposi annapaTHO-NPOrpaMMHBIX CPEACTB

Yrposa  ocymiecTBIsS€TCS  BCIEACTBHE  HECOBEPIUEHCTBa  allapaTHO-
IIPOrPaMMHBIX CPEICTB, U3-3a KOTOPHIX MOXET MPOUCXOAUTh HAPYIIEHHUE [[EJIOCTHOCTH
1 JOCTYMHOCTH 3aliIllaeMoil HHGOpMaIIHH.

B Vupexnenun ocyiecTsiser pesepBUpoBaHie KIO4eBbIX 31eMenToB VICTI/IH.

BepostHOCTh peanusaium yrpo3sl - MaJIOBEpOSTHA.

Co6oii cucTeMBI 2J1eKTPOCHAGKEHHSA

VYrposa OCYLIECTBIISIETCS BCJICICTBHE HECOBEPILEHCTBA CUCTEMBI
3NIEKTPOCHA0XKEHHU, M3-32 Yero MOXXET MPOUCXOMUTHh HapylIeHHe IEeJOCTHOCTH U
JOCTYITHOCTH 3allMIaeMOi HH(pOpMaIUK.

B Vupexnenun ko Bcem kmoueBbiM dneMeHTaM HWMCIIJIH mnopkmodeHs!
HCTOYHHKH OecriepeOOMHOro NUTaHUS M OCYILECTBISET pe3epBHOE KOMHUPOBaHHUE
UHQOpMaILHH.

BeposTHOCTB peanu3anuu yrpo3sl - MaJOBEpOsITHA.

Cruxuiinoe Oeacreue

Vrpo3a ocymecTBiaseTcss BCIEICTBHE HECOONIOACHHS Mep  IOXapHOH
0e30MacHOCTH.

B Vupexnenuun ycraHOBIeHa IOXapHas CHCHAIM3AIUA, IONb30BaTeIH
IPOMHCTPYKTHUPOBAHBI O JEHCTBUAX B ClIydyae BOZHUKHOBEHHS BHEIITATHBIX CHUTYaI[Hi.

BeposiTHOCT peajiu3aliiyl Yrpo3bl - MaJIOBEpOSsITHA.

2.7. Yrpo3sl npeqHaMepeHHbIX [eiicTBHI BHYTPEHHHX HApyUIHTe e

HocTyn Kk HHGopMauun, MOAHPHUKALHSA, YHHUYTOXKEHHE JINL, He JONYIIEHHbIX K ee
obpaboTke

Yrpo3a ocymectpisercs nytem HCJl BHemHuX Hapyliurteneil B MOMELICHHUS,
rae pacrnonoxeHbl 3neMeHThl MCIIJIH u cpencTBa 3allMTHI, a TaK K€ HPOUCXOIUT
paboTta noje30BaTesNei.

B Vupexnenun BBelleH KOHTPOJb JOCTyNa B KOHTPOJIHUPYEMYIO 30HY, OBEpH
3aKpBIBAIOTCS HA 3aMOK.

BeposTHOCTh peanu3zanuu yrpo3bl - MAJIOBEPOSITHA.



Pasriamenne Hudopmanuu, MoAH(pHKaLMs, YHHYTOKEHHE COTPYAHHKaMH
JAONYIIEHHBLIMH K ee 00pabdoTke

Yrposa oOCymiecTBIseTcs 3a CYeT JeHCTBHS 4eNoBEeYecKOro (axropa
nonpzopareneit MICITIH, KoTopble HapylalOT IOJIOXKEHHUA O HepasrialeHud
o6pabaTbiBaeMoi HHGOPMAIMY UM He OCBEIOMIIEHBI O HUX.

B aIMMHUCTpAallMM TOJb30BATENM OCBEIAOMIIEHBl O MOpsaKe paboThl ¢
TepCOHAIBHBIMU JaHHBIMH, a TaK e noanucainy JloroBop o HepasrialleHU .

BeposSTHOCTD peanu3alldd yIPo3bl - MalOBEPOSITHA.

2.8. YI‘pOCibl HECAHKIHOHHPOBAHHOI'0 10CTyNna 10 KaHaJ/IaM CBfI3H

B cooTrBeTcTBUM ¢ "THIIOBOI MOAEN®sI0 Yrpo3 0€30IacHOCTH MEPCOHATIBHBIX
JaHHBIX, obpabareiBaeMbix B pacnpeneneHHbIXx MCILIH, uMeromux NONKIIOYEHHE K
ceTsM OBIIero IMOJMB30BaHUA U (MIH) MEXAYHApOIHOTro MH(OpMalMOHHOro obmeHa"
(n. 6.6 basoBoit Mopmenu yrpo3 06e30IaCHOCTH MEPCOHATBHBIX [aHHBIX IIPU HX
00paboTKe B MH(OPMAIIMOHHBIX CHCTEMaX IEPCOHAIBHBIX NAHHBIX, YTBEPXIEH ‘
zamectutenem gupextopa ®CTIK Poccuu 15 despans 2008 r.), ms UCITa MoxHO
paccMaTpHBaTh CIEAYIOIUE Yrpo3bl, pealu3yeMble C HCIOIBb30BaHMEM NPOTOKOJIOB
MEXCETEBOTO B3aUMOIEUCTBHA:

- yrpo3a "AHanus cereBoro Tpaduka" ¢ nepexsaToM nepenasaemor us UCI1IH
¥ IpMHMMAaeMOH U3 BHEIIIHUX ceTel HHbOopMaLuH;

- yrpo3bl CKaHHUpPOBaHHs, HaNpaBlIeHHBIE Ha BBIABICHHE THUNA WIH THIIOB
HCIIOJIb3YEMBIX OIIEPAlIMOHHBIX CHCTEM, CeTeBHIX ajipecoB pabounx cranuui UCII/H,
TOIOJIOTUH CETH, OTKPBITHIX MTOPTOB U CIIY>K0, OTKPBITHIX COEAMHEHHH U IP.;

- yIpO3bI BBIABIEHUSA NIapOJIeH MO CETH;

- YyTPpO3bI HaBSA3bIBAHKE JIOXKHOI'O MapIlpyTa CETH,

- YTPO3BkI TIOJIMEHBI JOBEPEHHOI0 OOBEKTA B CETH,

- yrpo3sl BHepeHus ioxHoro oosekra kak B MICII/IH, Tak 1 BO BHEIIHUX CETIX;

- yrpo3sl Thna "OTka3 B 00CIyKHBAaHUH ",

- yIPpO3bI YIAIEHHOTO 3aIlyCKa IPUIIOKEHHH, J

- yTPO3bl BHEAPEHHUS T10 CETH BPEJIOHOCHBIX IIPOTPaMM.

Yrpo3a "Ananus cereBoro Tpaguka'

DTa yrposa peajiu3yercs ¢ MOMOIIBIO CIEeNMaNbHON IMPOrpamMMbi-aHaIU3aTopa
nakeroB (sniffer), mepexBaTpIBalOIEll Bce MAaKEThI, IepeaBaeMble TI0 CEIMEHTY CETH,
¥ BRIJICJISIOIIEH Cpe/id HUX T€, B KOTOPBIX MepeAaloTcs UAECHTUHHKATOP MOIb30BaTENs
Y ero napoJjb. B xone peanu3auuu yrpossl HapyIIMTEb:

- uzyqaeT joruky padotsl ICII/IH - TO €CTh CTPEMHTCS MONYIHUTh OJJHO3HAYHOE
COOTBETCTBHE COOBITHH, MPOMCXOAAIINX B CUCTEME, U KOMaHJ, I€PeChUIaeMbIX NpU
3TOM XOCTaMH, B MOMEHT IOSIBJIEHUS JaHHBIX COOBITHH. B masnbHelineM 5To M03BOISIET
3JIOyMBIIIJIEHHAKY Ha OCHOBE 33JlaHHsl COOTBETCTBYIOIIMX KOMaHI MONY4HTb,
HanpyMep, IPUBUIIETHPOBaHHBIE [IpaBa Ha JEHCTBUA B CHCTEME WM PaclIUpUTh CBOH
IIOJIHOMOYHS B HEH;



- TEPEXBaThIBA€T ITOTOK IIEPEJaBAEMBIX NAaHHBIX, KOTOPHIMH OOMEHHBAIOTCS
KOMITOHEHTBI CETEBOM ONEPAllMOHHON CHCTEMBI, AJIS U3BJI€UeHUs KOHPHIECHIIMAIBHOM
WIH WMACHTHQUKAUMOHHOX HHboOpMaluu (HampuMep, CTaTHYECKMX MapoJjei
T0JIb30BaTENEeN I NOCTyIA K yIalleHHbIM XocTaM 1o nporokonam FTP u TELNET,
He IIPeyCMaTpUBAOIIUX IH(PPOBaHKE), €€ MOAMEHBI, MOAU(MDHUKAIINY U T.II.

HepeXBaT B npeaeiax KOHTpOJIl/lpyeMOﬁ 30HbI BHCIIIHHMH HAPYIIHTEIAMH

B agMuHKCTpanuu BBEJEH KOHTPOJIb JOCTYIIa B KOHTPOIUPYEMYIO 30HY, ABEPH
3aKpBIBAIOTCS Ha 3aMOK.
BeposTHOCTE peanu3anuu yrpo3bl - MaJIOBEPOSITHA.

IlepexBat B npeejax KOHTPOJHPYeMOii 30HbI BHYyTPEHHHMH HAPYIIHTEIAMM

B VYupexnennn BBeleH KOHTpPOIb JOCTYNla B KOHTPOJIHUPYEMYKO 30HY,
YCTaHOBJIEHA OXpaHHas CUTHAJIM3alus, ABepH 3aKPBIBAIOTCS HA 3aMOK, YCTaHOBJIEHBI
pELIeTKH Ha NMEPBBIX U MOCIEIHUX ITaXKaxX 3JaHHs.

BeposTHOCTh peasin3aliii yrpo3bl - MaJlOBEpOSITHA.

¥Yrpo3sa "ckannpoBaHnue ceTn"

CylHOCTh Ipolecca peald3allid Yrpo3bl 3aKIIO4aeTcs B Iepejade 3ampocoB
ceteBeIM ciyx6aM xoctoB UCII/IH u aHanmu3e oTBeTOB OT HHUX. LleNnb - BEHISBIEHHE
UCIIONIB3YEMBIX IIPOTOKOJIOB, JOCTYNHBIX IIOPTOB CETEBBIX CIy)X0, 3aKOHOB
(GOpMHUpPOBaHUS HIEHTH(PUKATOPOB COCAMHEHH, OINpeJlle/IeHHe aKTHBHBIX CETEBBIX
CEpBUCOB, NOAOOp UAEHTH(PUKATOPOB U Mapoiell MoIb30BaTeNeH.

BeposTHOCTE peaiu3aniuy yrpo3bl - MaloOBEpOsITHA.

Yrpo3a BbifiBJIeHHSI IapoJIei

Lenp peamusauuu yrposbl coctrouT B nonydenur HCJ] mytem mpeomoneHus
[apOJIbHOM 3allUTHI. 3JIOYMBIIUIEHHUK MOXET PeaJM30BbIBaTh YIpo3y C TNOMOIIBIO
LEJIoro psaa METONOB, TaKUX KakK IIPOCTOil mepebop, mepebop ¢ HCIOIb30BaHUEM
CHEUAIBHBIX CIOBapel, yCTaHOBKA BpEeIOHOCHOM MporpaMMB! JIsl IEpexBaTta MmapoJis,
noaMeHa JoeepeHHoro oonexra cetu (IP-spoofing) u mepexBar nmakeroB (sniffing). B
OCHOBHOM [UJIl peajiu3alidd YTpo3bl HUCIONB3YIOTCS CHEIHaJbHbIE IIPOrPaMMEI,
KOTOpBIE€ IIBITAIOTCA MOJNYYHUTh JOCTYI XOCTY MYTEeM IOCIENOBaTENbHOr0 mnoadopa
naponiei. B ciydyae ycnexa, 310yMBIIUIEHHUK MOXET co34aTh A cebs "mpoxoa" mms
Oyxymero nocrymna, KOTOPBIA OynmeT AeHCTBOBaTh, AaXKe €CIM Ha XOCTE H3MEHHTh
naponb JOCTyTa.

BeposaTHOCTS peanu3anuy yrpo3sl - MAJIOBEPOSTHA.

Yrpo3bl HaBAA3bIBAHHE JIOXKHOIO MApPLIPYTA CeTH
JaHHas yrpo3a peanusyercs OAHMM M3 JIBYX CIOCOOOB: IyTeM

BHYTPHUCETMCHTHOI'O HJIM MCXXCCIMCHTHOI'O HaBA3bIBaHHU . Bo3M0XHOCTH HaBS3BIBAHHUS
JIO)KHOI'O  Mapuipyta OGyCJIOBJICHa HEAOCTATKaMH, IIpUCYIIMMH aJir'OpuTMaM



-

MapLIpyTH3alud (B YaCTHOCTH U3-3a TPOOJNEMBI HMIACHTHU(UKALMH  CETEeBBIX
YOPABIAIOIMX YCTPOUCTB), B Pe3yJbTaTe Y€ro MOXHO IONAacTh, HalpUMEP, HA XOCT
WIA B CeTh 3JOyMBIIUIEHHWKA, T[J€ MOXHO BOWMTH B OIEpPAIMOHHYIO Cpeny
texauyeckoro cpenctBa B cocraBe MCII/IH. Peanusanuu yrpo3bl OCHOBBIBACTCHA Ha
HECAaHKLIHOHUPOBAHHOM MCHOJIb30BaHHUM MPOTOKONOB Mapmipytusauuu (RIP, OSPF,
LSP) u ynpasnenus cetsio (ICMP, SNMP) 1151 BHECEHMST U3MEHEHUI B MapIIpyTHO-
afpecHele Tabmuupl. IIpH 3TOM HapyHIMTEN0 HEeOoOXOQMMO IOCHaTh OT HMMEHH
CETEeBOTO YNPAaBIAOLIEr0 YCTPOMCTBA (HallpuMep, MaplIpyTH3aTopa) YIpaBistoiiee
coob1eHue.
BeposTHOCTE pealu3alliy yIrpo3bl - MaJIOBEPOSATHA.

¥Yrpo3sl noaMeHbl J0BEPEHHOr0 00beKTa

Takas yrposa 3¢¢peKTHBHO peanu3yercsi B CUCTEMaX, B KOTOPBIX IPHMEHSIOTCS
HECTOMKHUE aJITOPUTMBI HAEHTH(PHUKALUK U ayTeHTU(HUKALUU XOCTOB, I10J1b30BaTelIed 1
1.4 IloJ JoBEpEHHBIM 0OBEKTOM OHUMAETCS OOBEKT CeTH (KOMIIBIOTED, MEKCETEBOH
5KpaH, MapIIpyTH3aTop U T.I1.), IeraJbHO NOAKIIOYEHHBIA K cepBepy.

MoryT GBITH BBIIENIEHBI ABE Pa3HOBHIHOCTH IIPOLIECCA pealn3alMU yKa3am2171
YIpO35I: C YCTAHOBJIEHHEM U 6e3 yCTaHOBIIEHHUs BUPTYalbHOIO COEIMHEHNUS.

ITponecc peain3allvi ¢ yCTAHOBJIEHHEM BHUPTYalbHOIO COEIMHEHHUs COCTOUT B
IPUCBOEHHH TIpaB JOBEPEHHOTOo CyObeKTa B3aUMOIECHCTBHA, YTO [O3BOJSET
HapyLIUTENIO BECTH CEaHC PabOThI ¢ 0OBEKTOM CETH OT MMEHH JIOBEPEHHOIO CYyOBEKTa.
Peanuzanus yrposbl JaHHOTO THIA TpeGyeT IpeooIeHHs CUCTEMbI HACHTHOUKALNY 1
ayTenTH(dHKalKK coobuIeHuit (HanpuMep, ataka rsh-caysx6er UNIX-xocta).

IMporecc peanuzauuy yrpo3bl 6e3 yCTAHOBJIEHHS BHUPTYajlbHOrO COEAWHEHHS
MOXET MMEeTh MECTO B CETAX, OCYLIECTBISIOMMX HACHTU(QHKALMIO MEPENaBAEMBIX
COOOILIEHUH TOIBKO IO CeTeBOMY aiapecy oTmpaBuTess. CyIMHOCTh 3aKIOYaeTcs B
nepegade COyXkeOHBIX COOOIIEHHH OT MMEHH CETEBBIX YIPABJISIOMIUX YyCTPOUCTB
(nampumep, OT HMMEHH MapLIpyTH3aTOpOB) 00 H3MEHEHMH MapIIpyTHO-aJpeCHbIX
OaHHBIX.

B pesynsraTe peajM3alli¥ yrpo3bl HapyLIMTeNlb IIOJy4aeT INpaBa JOCTyNa K
texuudeckoMy cpencty MUCII/IH - nenu yrpos. "

BeposTHOCT peanu3anuy yrpo3bl - MAJIOBEPOSITHA.

BHenpenue J10kHOro 00beKTa CeTH

DTa yrpo3a oCHOBaHa Ha MCIOJIb30BaHUH HEAOCTATKOB aJITOPHTMOB yAaIeHHOI'O
noucka. B ciyuae ecii 0OBEKTHI CETH M3HAYANIBHO He HMEIOT afpecHoi HHbOpMalu
JIPYT O JIpyTe, UCTIONB3YIOTCS pa3IM4HbIe IIPOTOKOIBI yJaI€HHOrO MOUCKa (Hanpumep,
SAP B cersix Novell NetWare; ARP, DNS, WINS B ceTsx cO CTEKOM IPOTOKOJIOB
TCP/IP), 3aknrouaromyecs B epeaade 110 CETH CIELHANIBHBIX 3aIPOCOB U MOJy4eHUH
HAa HUX OTBETOB C MCKoMo# uHbopmarnuei. IIpy 3TOM CyHIECTBYET BO3MOXHOCTH
HepexBaTa HapylIHTeleM IIOMCKOBOIO 3alpoca W BbIAa4d Ha HEro JIOXKHOIO OTBETa,
HCIIONB30BaHHE KOTOPOro TpHUBeNeT K TpeOyeMOMY U3MEHEHHIO MapIiupyTHO-
afipeCHBIX JAHHBIX. B manbHelileM Bech MOTOK MHGOPMAIMH, aCCOLMMPOBAHHBIH C
06BEKTOM-KEPTBOM, Oy IET IIPOXOJHUTH Yepe3 JIOKHBINA OOBEKT CETH.

BeposTHOCTB peanu3alyy yrpo3bl - MaJIOBEPOSTHA.



¥Yrposbl Tuna "Otka3 B 00caykuBaHHM"

OTH yrpo3bl OCHOBaHEI Ha HEJJOCTaTKaX CETEBOI'0 MPOrPaAMMHOI0 obecredeH s,
€ro  YA3BUMOCTAX, [IO3BOJSIIOUIMX HapyIIMTENIO0 CO3/aBaTh YCIOBHS, KOria
OllEpalHOHHAs CHCTEMa OKa3bIBaeTCS HE B COCTOSHUM OOpabaTBHIBAThH MMOCTYIIAIOIIHE
HaKeTHl.

MoryT 6bITh BbII€NI€HBI HECKOJIBKO Pa3HOBUIAHOCTEM TAKUX YIPO3:

- CKDBITBIH OTKa3 B 00CTy>KHBaHUH, BEI3BaHHBI MPUBJIEYEHHEM YaCTH PECYPCOB
WCII[Iz Ha 06paboTKy NakeToB, MepeAaBaeMBIX 3JI0YMBIILIEHHHKOM CO CHIXEHHEM
IPOITYy CKHOM CIIOCOOHOCTH KaHAJIOB CBS3H, MPOM3BOIUTEIHLHOCTH CETEBBIX YCTPOMCTB,
HapylieHueM TpeOoBaHMH K BpeMeHU oOpaboTku 3anpocos. [IpuMepaMu peanu3anuu
yrpo3 noxoOHOro poja MOTYT CIIYXKHTh: HalpaBJIEHHBIH IITOPM 3X0-3alPOCOB IIO
nporoxkony ICMP (Ping flooding), mropm 3ampocoB Ha ycranoBieune TCP-
coenunenui (SYN-flooding), mropm 3anpocos k FTP-cepsepy;

- SIBHBIA OTKa3 B OOCIy>XUBaHUH, BbI3BaHHBII ncdepnianueM pecypcoB UCIIIu
npu 06paboTke MaKeToB, MepefiaBaeMbIX 3JIOYMBIIIIEHHUKOM (3aHSATHE BCEH I10JIOCHI
IIPOIYCKaHHs KaHAJIOB CBA3H, NEpENOHEHNE odyepeied 3alpocoB Ha 0OCITyKHBaHKE),
Ipd KOTOPOM JieraJIbHBIE 3allpOCHl HE MOTYT OBITh IepellaHbl 4Yepe3 CeTh H3-3a
HEJOCTYIHOCTH CpeAbl Iepefayd, JIMOO MONy4aroT OTKa3 B OOCTYXUBaHWUM BBHAY
IEPENOIHEHN OYepened 3ampocoB, AMCKOBOIO TMPOCTPAHCTBA MaMATH W T...
IlpumepaMn yrpo3 OaHHOTO THUIA MOIYT CIYXHTHh INTOPM IIMPOKOBEINATEIBHBIX
ICMP-3x0-3anpocoB  (Smurf), nanpaBnenssnii wmtopM (SYN-flooding), mmropm
coobuieHuit mouroBoMy ceppepy (Spam);

- SBHBIM OTKa3 B OOCIyXHBaHWH, BBI3BAHHBIM HApyIHEHHEM JIOTHYECKOH
CBSI3HOCTH MeEXIy TexHH4yeckuM cpeactBamu MCIIJIH npu nepemade HapylIHTEIeM
YIPaBJIAIOMUX COOOIIEHNI OT UMEHH CETEBBIX YCTPOUCTB, MPUBOIAIINX K H3MEHEHHIO
MapuUIpyTHO-aApecHbIX NaHHbIX (Hanpumep, ICMP Redirect Host, DNS-flooding) umu
UeHTU(PUKALIMOHHON U ay TeHTH(PUKALIMOHHON HHPOPMAIIHH;

- ABHBII OTKa3 B OOCIy>KWBaHWH, BbI3BaHHBIA Iepenadyeil 3JI0YMBILILIEHHHKOM
MAKETOB C HECTAaHAAPTHHIMH aTpubyTamu (yrpossl Trmna "Land", "TearDrop", "Bonk",
"Nuke", "UDP-bomb") wunum uMermUX UIMHY, [PEBBIAIOIYI0 MaKCHMAIbHO
gonyctumbeiil pasmep (yrposa tuma "Ping Death"), uro Moxer mnpuBecTH Kk €600
CETEBBIX YCTPOMCTB, Y4YacTBYIOUIMX B 00paboTKe 3ampoCOB, HpH YCIOBHH HAJIHYHS
OLIMOOK B IpOrpaMMax, peayu3yIOIMX MPOTOKOJIbI CETEBOr0 OOMEHA.

PezynpraToM peanu3anuu JAHHOH yrpo3bl MOXET CTaTh HapyIIeHHE
paboToCIOCOOHOCTH  COOTBETCTBYIOIEH CIyXOBI IPENOCTABIEHHS YIAJIEHHOIO
noctyna k IIJla 8 UCII/IH, nepenaya ¢ oqHOro ajpeca TaKOro KOJXHYECTBA 3alIPOCOB
Ha TIOAKIIOYEHHME K TexHuueckoMy cpenctBy B cocraBe HMCII[H, xortopoe
MaKCHUMaJIbHO MOXXET "BMecTUTh" TpaduK (HampaBieHHBIH "INTOpPM 3ampocoB”), 4TO
BJIEYET 3a COOOH MepenoHeHHe oYepeH 3allpoCOB U OTKA3 OJHOM M3 CETEBBIX CIIYKO
wiy nonHas ocraHoBka VICIT/IH u3-3a HEBO3MOXKHOCTH CHUCTEMBI 3aHMMAThCSl HUYEM
ApyTHUM, KpoMe 00paboTKH 3alIpOCOB.

BeposTHOCTh peaiu3alii YTrpo3bl - MAJIOBEPOSITHA.

Yrpo3sl yaajleHHOro 3anycka NpujiIoKeHH i



VYrpo3a 3akmoyaercst B cTpeMieHuH 3anmycTuTh Ha xocte MCIIIH pasnu4Hble
TpeBapuTEIbHO BHEJPEHHBIE BPEIOHOCHBIE TMPOrPaMMBI: IPOrPaMMBbI-3aKIIa/IKH,
BUPYCHl, 'CeTeBble INNHOHBI", OCHOBHas I1elb KOTOPBIX -  HapyLICHHE
KOH(MMIEHIIHANTLHOCTH, LENTOCTHOCTH, OCTYTHOCTH HHPOPMALUHU U HONHBIA KOHTPOIIb
3a paboroii xocta. Kpome TOro, BO3MOXEH HECAHKUMOHMPOBAHHBIH 3amycK
IPUKJIAIHBIX TIPOTpaMM MOJIB30BaTeNed Jjid HECAaHKLMOHMPOBAHHOIO IIOIYyHYEHHs
HEOOXOAUMBIX HApyLIMTEII0 [OaHHBIX, Ui 3allycKa YIPaBIAEMBIX MPHUKIAIHON
MpOrpaMMo¥ IPOLIECCOB H JIp.

BEIIENAIOT TPH MOAKIAcCa JaHHBIX yIpo3:

- pacmpocTpaHeHue  (aiinoB,  colepXKalMX  HECAaHKIMOHMPOBAHHbIN
HUCHIOJIHSIEMBIN KO

- yIAJEHHBIN 3aITyCK MPUIOKEHHS ITyTeM IepenoNHeHus Oydepa NputoKeHNH-
CEepBEpPOB;

- yZJaleHHBIM 3aMyCK MPUIOXKEHUS ITyTeM HCIIOIb30BaHUs BO3MOXKHOCTEH
yJJIE€HHOTO yNpPaBIeHUs CUCTEMOM, MPEAOCTABIAEMBIX CKPBITEIMHU NPOrPaMMHBIMH U
annapaTHEIMK 3aKJIafKaMH, TH00 UCIONb3yEeMbIMU IUTATHEIMH CPEACTBAMH.

TuroBele yrpo3bl MEPBOr0 W3 YKa3aHHBIX IIOJIKJIACCOB OCHOBBIBAIOTCS JHa
AKTHBH3alMM PaCHpOCTpaHsSeMBbIX (GailloB HpH CIoy4aiiHOM OOpalleHHH K j’!
[Ipumepamu Takux (aiioB MOTYT CIIy>KHTh: (aiiibl, COAEpPIKAIIKE UCTIONHIAEMBIA KOX
B BUJl JOKYMEHTHI, COAEPXKalllie UCIIONHIEMBIH KO B BUAe 3leMeHToB ActiveX, Java-
aIIIeToB, HHTEPIPETUPYEMBIX CKpUNTOB (HampuMep, TeKCThl Ha JavaScript); Gaiinsi,
cojepXallie UCIOJHAEMBIE KOOl mporpaMM. s pacnpocTpaseHus (ainoB MOryT
HCIIONB30BaThCA CIY>KObI 3JIEKTPOHHOM MOYTHI, Iepenaydu ¢aiinos, ceTeBoi QaiiioBoi
. CHCTEMBI.

Ilpu yrpo3ax BTOPOro IOAKIAcca HCIOJIB3YIOTCA HENOCTATKH IPOrpamMm,
peaM3yoldX CeTeBble CEepBUCHl (B YacTHOCTH, OTCYTCTBHE KOHTPONI 32
nepenondendeM Oydepa). HacTpoiikol CHCTEMHBIX DPETMCTPOB HHOTAA YZAaeTcs
TIepEeKTIIOYHTH MPOLIECCOp MOCIe NpephiBaHMs, BEI3BAHHOTO NepenonHeHneM Oydepa,
Ha UCIIOJHEHHe KoJa, cojepiKalierocs 3a rpaHuieii Oydepa. IIpumepoM peanmnzanuu
TaKoM yrpo3sl MOXKET CIIY)KHTh BHEpEHHe IIMPOKO H3BECTHOrO "BHpyca Moppuca'.

Ilpu yrpozax TpeThero MOJKJIAcCa HApPYINMTENh HCHONB3YyEeT BO3MOXHOLTH
yOAJeHHOTO YIpaBleHHS CHUCTEMOH, NpeloCTaBiseMbIE CKPHITHIMH KOMHOHeHTjI/I
(Hanpumep, "TposHckuMu" mporpamMamu tuma Back. Orifice, Net Bus), nu6o
IITAaTHBIMH CPEACTBAMH YINpaBieHHS M aJMUHUCTPUPOBaHHS KOMIILIOTEPHBIX CeTer
(Landesk Management Suite, Managewise, Back Orifice u T.1.). B pesynerare nx
UCIIOJNIL30BaHus yaaeTcs JOOUTHCS yIaIeHHOTO KOHTPOJIS HaJl CTaHIHUEH B CETH.

BeposiTHOCTP peanu3aluyl yrpo3bl - MallOBEPOSITHA.

yl"pOBbI BHEAPCHHS MO CETH BPEAOHOCHBIX NNPOrpamMm

K BpelOHOCHBIM INpOrpaMMaM, BHEAPSEMBIM IO CETH, OTHOCATCS BHUPYCBHI,
KOTOpblE [UIi CBOEr0 pPAacHpOCTPAHEHHs AaKTHBHO HCHOJB3YIOT IPOTOKOJIBl U
BO3MOXXHOCTH JIOKANBHBIX M TIIOOanbHbIX ceTedl. OCHOBHBIM IPHHIMUIOM paboThl
CEeTeBOro BUpPYCa SBISETCS BO3MOXHOCTh CaMOCTOSATENBHO Iepelarh CBOW KOI Ha
yJaleHHbI cepBep WK pabodyro ctaHuumio. "IlonHoleHHBIE" CeTeBble BHPYCHl MPH
3TOM OONAJAIOT €Ille M BO3MOXXHOCTBIO 3allyCTUTh Ha BBINOJIHEHHWE CBOM KOI Ha



yAAJEeHHOM KOMIIBIOTEpPE WM, IO KpailHell Mepe, "NOATONKHYTH" MONb30BaTeNs K
3allyCKy 3apakeHHoro (aiina.

BpenoHocHeiMH mporpammamu, obecneduBarommmu ocymiectsienne HC/I,
MOTYT OBITb:

- IporpamMmsl noAdopa v BCKPHITUS MapoIiei;

- IPOTPaMMBl, peaIN3yIoLIUe YyTPO3bl;

- IporpaMMbl, JAEMOHCTPHUPYIOILINE HCIIOJNIb30BAaHHE HeAeKJIapUpPOBAHHBIX
BO3MOXKHOCTEH ITPOrpaMMHOro U mporpaMMHo-anmapatrHoro odecnedenus MCITIH;

- MpOTpaMMBI-reHepaTOPbl KOMITbIOTEPHBIX BUPYCOB;

- IIpOrpaMMbl, AEMOHCTPHUPYIOLIUE YSI3BUMOCTH CPEJICTB 3allUThl WHpOpMaIUH
u JIp.

BeposaTHOCTh peann3alii yrpo3bl - MaJOBEPOSITHA.

3amecturens I naBel Mom4aHOBCKOTO paiioHa ‘
10 YIPaBJIEHUIO JieJlaMU M.H./IlempsiHOBHY






